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What is  
ransomware?
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Ransomware

• Malware 

• Restricts access 

• System 

• Files 

• Pay to remove restriction
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How?
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Method 1 
Drive-By Download

• Compromised  

• Website 

• Advertisement 

• Link 

• Attachment

managed vendor program



managed vendor program

managed vendor program

managed vendor program



managed vendor program

Method 2  
Vulnerability Exploitation

• Exploits system vulnerability 

• Uses other vectors (stolen credentials) 

• Targeted attack
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Method 3  
???

• Ransomware is evolving 

• Trojans are most popular form 

• Future of ransomware 

• Self-propagating ransomware (cryptoworms)
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Damage
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Ransomware Damage
• Prevent system acces 

• Encrypt files 

• Local hard drive 

• Mapped drive 

• Unmapped drive 

• Deletes files 

• Detects AND deletes backup files 

• Threatens data dump
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Assets at Risk

• Workstations 

• Servers 

• Laptops 

• Mobile devices 

• External hard drives 

• USB removable media 

• SAN/NAS 

• Cloud storage
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Prevents System Access
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Encrypts Files
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File Examples
• Searches for predetermined file extensions 

• Microsoft office files 

• Database files 

• PDF 

• Text documents 

• Backup files (volume snapshot service) 

• Bitcoin wallet (wallet.dat)
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Deletes Files
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Detects and deletes 
backup files
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Threatens Data Dump

managed vendor program

managed vendor program

Pay Up!
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Common Strains
• Petya 

• DMA Locker 

• PowerWare 

• Locky 

• MSIL/Samas 

• CryptoWall 

• TorrentLocker 

• Maktub 

• TeslaCrypt 

• Jigsaw 

• Surprise 

• Keranger
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Common Strains

• New strains continuing to be released 

• Ransom-as-a-service (Raas) 

• Download ransomware app builder 

• Customize accordingly 

• Examples: Sarento and Enrume
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Prevention 
Reaction
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Prevention Tips

• Malware protection 

• Patch management 

• Web content filter 

• Disable macros 

• Limit use of accounts with elevated privileges 

• TRAINING, TRAINING, TRAINING
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Backup
• Regular backups 

• Retention schedule 

• Disconnected media
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Ransomware Victims
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1STEP 

1

Unplug infected system/
contain the problem



managed vendor program

1STEP 

2

Report to law enforcement
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1STEP 

3

Restore data from backup
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1STEP 

4

Pay ransom?
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1STEP 

5

Monitor network for other 
ransomware
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Social  
Engineering
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Clients Fail Social Engineering Phishing Test

30%
- Traina & Associates 2015
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